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Preface

Observe-IT is a free software (freeware) for system monitoring in a network. It can check the services
PING, HTTP, HTTPS, FTP and open ports on specified systems. If a service fails for a number of
times, it can execute some actions, too. Observe-IT can play a sound, send an e-mail or run a com-
mand line.

It is mainly designed for administrators and advanced users, who will be able to react soon on failures.
Naturally it can't compete with the big commercial solutions. But it is much smaller and its cleared up
surface is easier to use. It is free of charge and this might be the greatest argument to use it. This was
also the intention for my development and | hope that it is useful for you.

Please note that | make it available free of charge for private and commercial use, but without any

warranty for its function and/or obligation for support. By installing or using the software you must
agree to the license, which you can find in the menu help -> about.

System requirements
Software

- Windows 2000 or XP (2003 and Vista were not tested yet, but should work too)

- .Net Framework 2.0 from Microsoft
Hardware

- According to the requirements of the operating system

- Network access is available and configured

Installation
01. Download the newest installation file from http://www.observe-it.de

02. Execute the installation file in your user profile (it's a click-once installation) and in the appearing

window click on "start"
03. After unpacking of the archive into the temporary folder the setup will be started automatically

04. Follow in the further installation process the instructions of the setup
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The main window

F9 Manual Example - Observe-IT (Version 1.0.0.0) |Z||E|®
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2 Ping Interface 1

) N
Check stopped at 21,01, 2007 17:05:06

1-The menu

01. File
01.01. New: Creates a new collection (of systems)
01.02. Open: Opens a collection from a file
01.03. Save as: Saves the current collection in a file
01.04. Recently used: A list of the last loaded collections which can be directly opened
01.05. Exit: Exit the program
02. Edit
02.01. Add -> System: Adds a new system
02.02. Add -> Service: Adds a new service
02.03. Copy to: Copies the selected object (in the system tree)
02.04. Delete: Deletes the selected object
02.05. Properties: Opens the properties of the selected object (for editing)
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03. Options
03.01.

03.02.

03.03.
04. Check
04.01.
04.02.
05. Help
05.01.
05.02.

Program:

Current Collection:

Clear recently used:

Start:
Stop:

Observe-IT online:
About:

2 - The symbols

Opens the options of Observe-IT, where you can define
a collection to be always loaded on program start

Opens the options of the current collection, where you can
specify the details of the actions

Clears the list of last loaded collections

Starts the check of systems and services

Stops the check

Opens http://www.observe-it.de

Shows information to the program and the license-
agreement

Here are the most common program functions from the menu directly available. The past time in hours
and minutes is also displayed here while a check is running.

3 - The system tree

A list of all systems and services in the current collection. The states (results of the check) are dis-
played in the colours red, yellow and green. Select a system or a service in the system tree in order to
work on it or to show its information in the detail display and in the result log.

Tip: Right-click in the system tree to open a context menu with all functions of the edit menu.

4 - Detail display

Shows detailed information of the selected object.

5 - The result log

Shows the last results of the check with date and time.

2007-02-04

5/14



The properties of a system

Tab ,Properties”

Properties | Actions

Dizplapname: |

R emarks: | by firzt zpztem.

ak

] [ Cancel

The ,Displayname* is the name of the system, which will be shown in the system tree and in the ac-

tions (if defined). The length is limited to 20 signs.

In the ,Remarks" you can enter a describing text to this system.
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Tab ,Actions”

Properties | Actions |

Action 1

Type: | v| Continuous]y
If a service fails: time(z)

Action 2
Type: |E-Mail v| ] Continuously
If a zervice Fails: tirne(z]
Achion 3
Type: | M athing w | [] Continuously

If & zervice failz: tirmez]

“ou can dizable the actions for a single service in his properties.
To zpecify how the actions waork. pleaze go to options - current collection.

ok ] [ Cancel

Here you can define three actions, which will be executed if a service of the system fails for a number
of times in sequence.

Under , Type“ you can choose the type of the action.
The numeric value ,If a service fails: X time(s)" defines the number of times (X), on which the action is
to be executed. For example if a value of 3 is entered here, the action is executed in case of the third

sequential failure of a service.

If ,Continuously" is activated, the action will be executed continuously when the service fails again (in
sequence).

Tip: You can disable the actions for a single service in its properties if necessary.
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The properties of a service

Tab ,Base*

Service (of system System 1)

Baze | Other
Dizplayname: | Ping Interface 1
Tepe: |PING w
Host or ip-address: | 192.168.0.2

Check eveny: |1 w | minute[s]
TTL: 128 W
Timeout: | 500 LY

Dezcription to the ppe:;

Sendz a ping o the host. TTL iz the number of times the ping can be forwarded, default iz 128.
Timeout iz a limit for the lifetime of the ping, default iz 1000 millzeconds.

) [ oo

The ,Displayname* is the name of the service, which will be shown in the system tree and in the ac-
tions (if defined). The length is limited to 20 signs.

Under , Type“ you could choose the type of the service, for example PING, HTTP or OPEN PORT.

In the field ,Host or ip-address” (in some types named “URL") you enter the ip-address or hostname of
the service. For example with a PING you enter the ip-address or the host name, with HTTP you enter
the URL (if necessary inclusive a port).

In ,Checks every: X minute(s)* you specify in which interval of minutes the service is to be checked.
Please note that the check needs time and therefore unimportant services should have longer inter-

vals.

The below fields are depending on the selected type of service. In them further characteristics of the
service can be specified.

In ,Description to the type“ you find explanations to the current service type. See also ,Checkable
service types and their parameters” further below.

The button , Test" starts immediately a check of the current service. You can examine by the displayed
result whether your inputs can be processed correctly.
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Tab ,Other

Service (of system System 1)

Baze Other |

|z alive indicator;

Checking enabled:

) [ oo

The value ,Is alive indicator* defines, that the current service should be used as proof of life for the
system. Only one ,alive indicator” in a system is allowed.

If the service marked as ,alive indicator” fails, the whole system and all its other services will get the
state failed.

Because the check of further services will not be executed in this case, it positively affects the speed
of checking while a system fails. It is recommended to define an ,alive indicator” per system.

.Checking enabled" specifies, if the service will be checked or not. Disabling is intended for temporary
purposes (for example during maintenance work).
If the service is an ,alive indicator”, it loses this state when the checking is disabled.

With the setting ,no actions* can be specified that the loss of the service will not lead to an execution

of any actions defined with the system.
If the service is an ,alive indicator”, it loses this state when the actions are disabled.
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The program options

X

Options Observe-IT

Load thiz collection an start of Obzerved T and immediately rwin the check:
C:ATempiWB_200540bserve- Thhy FilesiManual Example. oit

Current H MNone ok H Cancel

In the options of the program a collection can be defined, which is to be automatically loaded during
the execution of Observe-IT. In the following the check is automatically started, too.

The button ,Current” takes over the path to the currently loaded collection.

The button ,None" deletes the entry.
The collection options

Tab ,Sound”

X

Options collection

Sound |E-h-1-ai| Cormmand

IJze this sound as action: %) Sound [Hom)
) Voice
) Beep

¥ ) (ooes

In the register ,sound” you can specify, which sound will be used as action in case of a service failure.

With the button ,test” you can play the selected sound.
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Tab ,E-Mail”

]

Options collection

Sound | E-Mal | Command

Send E-kail with the fallowing options az action;

SMTP zemver | smtp.mydomain. local
From: | abserve-it@mydarnain. local
To  |myname@mpdomain. local
Subject | $CurentServices faled on $CumentSystemnd

Body: | Attention: Service $CurmentServiced failed on system
FCurrentSyztem$l

[] Meeds authentication

|zermame: Pasgwaord:

[ Test ] [ System-ar ] [ Serivce-\far] [ ok ] [ Cancel

In the tab ,E-Mail" you can specify how mails are send as action.

In the field ,SMTP server” you must enter a mail server, with which you are allowed to send smtp
messages. Change the sender (,From*) and recipient (,To") according to your requirements.

In the ,Subject” and ,Body" substitutable symbols can be inserted for the current service and the cur-
rent system, which are replaced during execution of the action by the respective names.

Click on the button ,System-Var" to copy a substitutable symbol for the system into the clipboard or
.Service-Var” for a substitutable symbol of the service. You can insert the substitutable symbols with
the context menu or [CTRL] + [V] at the desired position.

If an authentication at the mail server is necessary, please enter the username (,Username*) and the
password (,Password"), after you have activated ,Needs authentication.

Please note that the username and the password are not stored encrypted in the collection (file). If
access by others to it is not impossible, it is recommended to create an account with reduced rights on
the mail server.

With the button ,test” you can send a test mail to verify your settings. If errors should arise, they will be
displayed.
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Tab ,Command”

X

Options collection

Sound | E-Mail | Command

|1ze this command line as action:

Test ] [ System-ar ] [ Serivce-\far] [ ok ] [ Cancel

In the tab ,command"” you can set any command line as action. Substitutable symbols for systems and
services can also be inserted here.

When you click on the button ,Test" the command line is executed with sample names. If errors should
arise during the execution, they will be displayed.

Checkable service types and their parameters
PING

A ping is a set of network packages (normally an “echo request” and an “echo response”) that funda-
mentally checks the availability of a system in a network.

Host or ip-address: Enter the hostname or the ip-address of the system here, for example
.localhost” or ,127.0.0.1“

TTL: A value of 1 to 254, which specifies the maximum number of times the ping
can be forwarded (for example over a router)

Timeout: The maximum lifetime of the ping within a range of 1 to 10000 milliseconds,
later responses will be dropped
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HTTP

Sends a HTTP request (comparable to the Internet Explorer) to the specified web server and tries to
read from it.
A reliable check of web pages over a proxy is not possible at this time.

URL: Enter the URL of the web server or the web page which should be checked
here, if necessary inclusive port (if it not uses the default port 80), for exam-
ple ,http://www.google.com/* or ,http://www.google.com:80/*

Tip: You can also open the site in your favourite browser and copy the URL from
its address line.

HTTPS

Sends a HTTPS request (comparable to the Internet Explorer) to the specified web server for an en-
crypted connection and tries to read from it. Please note that only web pages with valid certificates can
be checked.

A reliable check of web pages over a proxy is not possible at this time.

URL: Enter the URL of the web server or the web page which should be checked
here, if necessary inclusive port (if it not uses the default port 443), for exam-
ple -https://lwww.my-secure-site.com/* or ~https://www.my-secure-
site.com:443/*

Tip: You can also open the site in your favourite browser and copy the URL from
its address line.

FTP

Tries to establish a ftp connection to the desired URL and tries to read the name of the current direc-
tory (command pwd).

URL: Enter the URL of the ftp server or the ftp site which should be checked here,
if necessary inclusive port (if it not uses the default port 21) and authentica-
tion, for example ftp://ftp.microsoft.com/* or ,ftp://luser:password@my-ftp-
site.com:21/*

Hint: Please note that the username and the password are not stored encrypted in

the collection (file). If access by others to it is not impossible, it is recom-
mended to create an account with reduced rights on the ftp server.
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OPEN PORT

Tries to connect to the specified port on the system and to read from it (if reading is enabled). A port is
normally only open if a program is listening on it. This is often an indication for the fact that the pro-
gram and/or the process works and is available.

Host or ip-address: Enter the hostname or the ip-address of the system here, for example
.localhost” or ,127.0.0.1*

Port: The port on the system within the range of 1 to 32767, with which the con-
nection is to be tried

Try to read: If it is set to “Yes”, reading on this port will be tried. Normally reading from a
port is no problem, but in extreme situations this might cause failures on the
host.

Hint: Please try to read from a port in a test environment first!
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